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Abstract—This article discusses common problems with reliability and availability of ICT services, mainly in mobile networks. Internet access-related services have been examined
and traditional service quality assessment methods have been
compared with the proposed solutions, with the primary focus
placed on availability and reliability of mobile services. The
required parameter values describing reliability and quality
levels have been defined and proposed.
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effort delivery”, i.e. without promising the same speeds at
all times.
Usually, a given service is offered with a transfer rate that
exceeds the users’ typical needs, and some loss of speed is
acceptable.
In wireless radio networks, QoS parameters depend also,
to a considerable degree, on the following [2]:
• user location,
• season (of the year),

1. Introduction
The problem of ensuring the highest quality of telecommunication services enjoyed by users has been on the agenda
for quite some time now. It was finally tackled, in connection with telephony services, in 1994, in the ITU-T E.800
recommendation that contained definitions of terms related
to the quality of service. E.800 emphasizes the fact that
the opinion of service users forms an important aspect of
the overall assessment of any given service. This assumption serves as a basis for determining the degree of user
satisfaction. Recommendation E.800 provides:

• day of the week,
• time of day.
The related model of Internet access is presented in
Fig. 1 [3], [4]. It presents the chain of a typical use of
Internet service from the user’s terminal through the access
network (wire or wireless) and the backbone network to the
content provider’s server (Internet service). The research
and practice show that each of the presented components
of the model introduces some throttling limitations in the
transmission of data packets.

• primary concepts,
• basic information related to the quality of services
and to network performance,
• a set of key performance indicators (KPIs).
Broadband Internet access relying on fixed connections was
not offered until the 1990s. The first patent for an asymmetric digital subscriber line (ADSL) was filled in 1988. Initially, twisted-pair telephone cables with digital subscriber
line (DSL) systems were used. Then, ADSL was introduced, and cable television networks entered the mainstream by relying on the data-over-cable service interface
specification (DOCSIS) technology, offering speeds similar to those achieved with ADSL. The definition of QoS
was then extended to cover broadband Internet access as
well [1]. It should be noted that in cable networks the
number of users and the maximum data transfer rate were
known a priori. Therefore, ensuring the quality of service
was relatively simple. However, due to concerns regarding
competitive pricing, the services were offered as a “best

Fig. 1. Internet service provision model.

2. Research on the Quality of Services
We should take into account that Internet access-related
needs of PC computer and smartphone users vary signifi37
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cantly. Smartphone owners are highly mobile, but accept
slightly lower data transmission speeds. Smartphone users
are currently the largest and continuously growing group of
mobile network users. For many of them, the smartphone
has become a basic communication tool used during business and tourist travel. Such users need to use navigation
data, tourist guides, apps containing timetables and routes,
as well as those allowing to purchase city and regional
transportation tickets. Social applications, video calls, etc.
are used as well.
Unlike in the case of cable-based services, mobile service
providers (operators) cannot control the number of users in
a given area. Usually, the operator manages several networks relying on different telecommunication generations
and technologies. Such an approach provides room for optimization, each user may be connected to a network that
provides transmission speed that is optimized for a given location at current network load. The maximum transfer rate
is defined for each frequency band, bandwidth or combination of both band and bandwidth, network configuration
and type of equipment used, and is shared with a group
of users.
The quality of service provided could be examined inter alia
based on the parameters specified in QoS [5] or based on
other measurements, such as quality of services dedicated
to tourists [6].
In the European Union (EU), a document [7] issued by the
Body of European Regulators for Electronic Communications (BEREC) serves as a guide related to the quality of
services. It was drawn up in the process of implementing
the European Electronic Communications Code (EECC)
Directive [8]. The quality of service is defined, in the
said document, in the form of the ITU-T Recommendation
Y.2617 [9]. The document includes complex QoS parameters concerning Internet access services, including delay,
jitter, and packet loss ratio.
Data throughput is a parameter that depends on conditions being beyond the control of the operator, and, therefore, cannot be guaranteed, but exerts a significant impact
on QoS.
QoS measurements may be performed using dedicated
testers installed at selected locations, or with the use
of mobile equipment in vehicles traveling along selected
routes [10]. Most often, these will include the most important public roads. Radio signal coverage is assessed
based on computer simulations augmented with measurements performed at selected locations. Measurements covering the entire area on which a given service is rendered
are too expensive.

3. Definition of Reliability of ICT
Services
As far as the operation of equipment, devices and networks
is concerned, and in terms of ICT services, the reliability
of these components becomes increasingly important. Most
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often it is perceived in two ways, from the point of view
of the user and service provider, in this case referred to as
the operator.
Reliability is a property of the system and of the ICT network that is related to the ability to perform tasks efficiently,
i.e. to the availability of a defined range of services that
are rendered in accordance with the intended use and under specific operating conditions. One may assume that
reliability is the ability of the system and of the network
to provide ICT services. Reliability is also defined by the
ability of operator’s organization to provide a specific service characterized by parameters expected by customers,
under specific operating conditions affecting the telecommunications network.
From the user’s point of view, QoS and reliability are defined in terms of their perception, i.e. satisfaction with
ICT services provided to match their needs. From this
point of view, assessment indicators play an important role
in the process of evaluating the service, being a measure
describing the degree to which the requirements have been
fulfilled.
The research1 carried out shows that availability of IT services is related to reliability of ICT services. Accessibility is a specific requirement and also a specific indicator
describing the degree to which service reliability-related
expectations have been fulfilled. Availability of a service
means the ability to rely on that service, to a specific degree and in accordance with the user’s needs, with the said
degree (scope) of the service indicated in the contract for
its provision and agreed upon between the operator and the
service recipient (user or customer). In other words, availability means the ability to obtain services at the user’s
request, in accordance with a defined scope and under specific conditions.
Availability of a service is closely related to the timeliness of communication, understood as the ability of devices
and IT networks to ensure the transmission of information
within a predefined period of time [11]. This underscores
the role and the importance of the service provider in ensuring timeliness, as well as availability and reliability of
communication.
Review of the literature indicates that, initially, reliability
was used mainly for describing specific features of technical
devices and systems [12]. Currently, the concepts of reliability and durability are also applied in system modeling
and in software quality models [5], [6], [13]. In addition, it
should be noted that an attempt was made in [14] to apply
these terms for the assessment of non-technical parameters
related to the services provided.

4. Testing Reliability and Quality
As far as reliability of ICT services is concerned, work
is underway to assess the impact of reliability and qual1 Research performed as part of scientific (statutory) activities of the
National Institute of Telecommunications and the Warsaw University of
Technology (Poland) in 2016–2018.
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ity of service on customer satisfaction [13]. This approach
adheres to the principle of testing services in accordance
with the end-to-end concept. The problem of researching
end-to-end services in mobile networks has been comprehensively addressed by RootMetrics [15]. For the purpose
of this paper, a methodology used for assessing achievement of the expectations of an end user relying on a device that is typical of a specific Internet service is determined. It takes into account the time of day and the location of the user to evaluate service availability and its
perceivable quality. In [15], it is estimated that the assessment methodology in question is better correlated with the
feelings of users of ICT services than research conducted
based on the approach used in the case of traditional fixed
networks.
Initially, a set of QoS indicators describing the quality of
ICT services for fixed networks was developed. These indicators assess mainly the degree of fulfillment of the business contract or of the operator’s promises, with the results
presented as a score that is based on a series of tests or
measurements during which the maximum capacity of the
network in question was sought [16], [17]. These measurements were used mainly to assess performance of the
network in terms of access thereto.
In the case of wireless radio networks, the studies conducted show that third, fourth and fifth generation mobile technologies are not capable of offering stable parameters pertaining to ICT services due to their dependence on:
• base station technology and cell capacity,
• type of user device and its technical advancements,
• network load, e.g. the number of active users using
one base station,
• location, i.e. the user’s distance to the nearest base
station,
• date and time of day.

5. Proposed Solution
Mobile users are not usually interested in the maximum
transmission speed offered by the network, but in achieving data throughput that is sufficient for their needs, their
location and the services they use, with a satisfactory level
of quality and reliability guaranteed as well. The research
shows that the maximum transmission speed is achieved
only during speed tests. Under real conditions, performance is often inferior. Service providers should therefore
consider parameters guaranteeing that services may be provided to end users with satisfactory reliability and quality
levels. The necessary network resources need to be estimated, as it has already been done, in practice, in [4], but
only for a scenario in which the end user utilizes a personal
computer. Currently, the recommended set of QoS indicators [7], [9] no longer includes transmission speed. Hence,
the interest of the regulatory agencies in this indicator has
decreased significantly.
At this point, the question arises whether the user’s needs
will be the same everywhere and at any time. Research
shows that the same type of service will generate different
experience on a high-performance computer and on a tablet
or smartphone (with a smaller screen and less advanced
processors). This is due to two reasons: the user’s terminal
(smartphone) may generate larger restrictions concerning
the service rendered than a device operating within a fixed
network. The service provider may adapt the content to
the type of the user’s terminal. To improve accessibility to
information, websites are usually available in their mobile
version as well, or are accessible through a dedicated application (proxy). It is often the case that they are adapted to
smaller screens, which results in the fact that presentation
of the mobile version of a web page requires lower data
transfers.
The minimum values of network access-related parameters
that need to be met to render selected ICT services using
a PC computer and a smartphone are presented in Tables 1
and 2, respectively.

Table 1
Minimum requirements concerning network access parameters that need to be fulfilled
to provide services using a PC computer, based on [4]
Application group

Transmission speed (download/upload) above

Delay of up to

Browsing websites

1 Mb/s DL

200 ms

Watching videos in SD quality

2 Mb/s DL

200 ms

Viewing videos in HD quality

6 Mb/s DL

200 ms

HD video calls

1.5 Mb/s DL/UL

150 ms

Telephone services using VoIP technology

64 Kb/s DL/UL

150 ms

Multiroom services (3 × HD video)

18 Mb/s DL

200 ms

Real-time network games

2 Mb/s DL and 1 Mb/s UL

50 ms

Other network games (board games etc.)

1 Mb/s DL/UL

200 ms
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Table 2
Minimum requirements concerning network access parameters that need to be fulfilled
to provide services using a smartphone
Application group

Transmission speed over

Delay of up to

0.2 Mb/s DL

200 ms

Internet TV or video in 480p quality

0.5 Mb/s DL

200 ms

Internet TV or video in SD quality (720p)

1.5 Mb/s DL

200 ms

Internet TV or HD video (1080p)

6 Mb/s DL

200 ms

Browsing mobile (or simplified) versions
of web pages or using application

Table 1 was based on the experience of the largest telcos,
collected while working, jointly, on the so-called memorandum on cooperation for improving the quality of services [4]. In addition to the indicators, changes to measurement methods were also suggested, compared to those
proposed in [3].
Table 2 lists the minimum parameters for smartphones.
Practical use cases show that these values are sufficient for
watching IPTV (Internet TV) or movies at lower transmission speeds, thanks to smaller screen sizes and, therefore,
lower resolution of videos that need to be downloaded. Examples of transmission speed requirements for high definition (HD), standard definition (SD) and 480p quality thresholds are shown in Table 2.
Based on the research performed, the authors propose that
a downstream speed of at least 0.2 Mbit/s should be considered a minimum QoS requirement. Achieving a downstream speed of at least 1.5 Mbit/s should be regarded as
a service with an average quality level, speeds of at least
6 Mbit/s should be considered as offering high levels of
quality. Due to different packet types used in data transmission, the speed values given above should be considered
as averages over 2 s periods.
The minimum quality speed (i.e. 0.2 Mbit/s) does not allow for comfortable use, but one that allows the smartphone user to receive the light-weight e-mails and to view
simple, mobile versions of websites with a maximum delay of 200 ms. It is known from practice that such
a transmission speed will not be sufficient for watching
IPTV (Internet TV) or movies. To ensure the required reliability and quality levels and depending on the resolution
of images, video transmission speeds should range from
0.5 to 6 Mbit/s. However, stability of the mobile service
parameters is low and depends strongly, inter alia, on the
traffic handled, i.e. on the number of active users presented
in a given area.
The average throughput of 0.2 Mbit/s, available at a given
location may be defined as a threshold value offering reliability of service and the minimum level of quality. On
the other hand, reaching the speed of 1.5 Mbit/s may be
defined as a value enabling to achieve reliability of service
and the average level of quality. Going further, instead of
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classic terrain coverage maps, service providers (operators)
may publish service availability maps with areas where the
service will be available with a 90% reliability level for
transmission speeds of 0.2 and 1.5 Mbit/s.
In practice, such information would be more useful to the
user than radio coverage maps, because it would include
data on the level of availability and reliability of a given
service at a specific location. Doubts concerning the usefulness of coverage maps for telecommunication network
users were also expressed in [18].
Evaluation of reliability of services based solely on physical
measurements is unrealistic due to the high costs involved.
Therefore, the authors propose an evaluation method combining the following:
• measurements relying on testers installed at locations
where the minimum level of service is expected,
• based on signal coverage in other areas.
Measurements should be carried out during typical periods
of high activity, e.g. between 8 am to 8 pm. They should
be performed with the test server connected outside the cellular operator’s core network, e.g. at the Internet exchange
point. The tester should rely on the most popular operating system (Android) and should be operated with typical
user settings, i.e. it should be able to work with all available frequencies and access technologies by selecting them
freely (free mode), in accordance with the operator’s recommendations. Additionally, it is recommended that access
to popular applications should be verified as well as social
networks, train navigation, local public transport timetables, etc. It has been noticed that applications created for
smartphones are better at coping with disruptions to mobile network transmissions than applications viewed with
the use of web browser.

6. Conclusion
The traditional, indicator-based assessment of QoS allows
to perform a basic evaluation of the data plan offered by the
service provider (operator) to the user (customer). In such
a method, the test equipment measures specific parameters
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determining accessibility of services rendered with the use
of the operator’s network. Such an assessment offers reliable results for stationary users using dedicated data links
(usually the cable). Research performed out in accordance
with this method does not take into account, inter alia, limitations caused by the terminal or other user devices, and
restrictions imposed by the service provider.
The presented method is not the best solution for evaluating mobile Internet access in a situation in which the
operator does not guarantee the advertised access parameters, as these depend on the location, on the user’s terminal,
on the type of the network made available by the operator
and on a range of other conditions. In this case, tests based
on assessing the availability and reliability of services are
more effective.
Transmission speed threshold values proposed in this paper
should be amended in accordance with the needs of users
when new transmission technologies are introduced. It is
forecast that with the implementation and deployment of 5G
networks offering significant transmission capabilities, the
level of reliability of IT services will improve considerably.
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